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Abstract: The Internet of Things is a technological revolution that represents the future of
computing and communications. It is not merely a Telecommunications Network or Internet
extension. It has characteristics that set it apart from both the Internet and the
Telecommunications Network. We argue that the three-layer structure of the Internet of Things,
as it is currently accepted, is insufficient to capture all of its characteristics and implications. We
establish a new five-layer design for the Internet of Things after reexamining the technological
foundation of the Internet and the Logical Layered design of the Telecommunication Management
Network. We think this architecture makes it easier to comprehend the core ideas behind the

Internet of Things, and we hope it will be useful as the Internet of Things is developed.

INTRODUCTION

In the context of contemporary wireless telecommunications, the Internet of Things (IoT) is a
unique paradigm that is quickly gaining traction. The fundamental tenet of this concept is that
there are numerous things or objects all around us, including Radio-Frequency Identification
(RFID) tags, sensors, actuators, mobile phones, etc., which can communicate with one another
and work together with neighbours to accomplish shared objectives thanks to special addressing
schemes. Ease of Use.The IoT concept's greatest strength is unquestionably the significant impact
it will have on a variety of facets of daily life and the behaviour of potential users. The IoT's
implementation will have the most noticeable effects from a private user's perspective in both the
working and household spheres. Domestics, assisted living, e-health, and improved learning are
only a few examples of potential application scenarios in this context where the new paradigm
will likely play a significant role in the near future. The most obvious effects will also be readily
apparent from the viewpoint of business users in industries like automation and industrial
manufacturing, logistics, business/process management, and intelligent transportation of people

and products.

Specifically, the integration of sensors/actuators, RFID tags, and communication technologies
serves as the foundation of IoT and explains how a variety of physical objects and devices
around us can be associated to the Internet and allow these objects and devices to cooperate and

communicate with one another to reach common goals

252



BACKGROUND AND CURRENT RESEARCH OF 10T

10T can be viewed as a vast network infrastructure made up of countless interconnected devices
that rely on networking, information processing, and communication technologies.The RFID
technology, which enables microchips to communicate identifying data to readers via wireless
transmission, is a key component of the Internet of Things (IoT). People may instantly recognize,
track, and monitor any things attached with RFID tags by employing RFID readers

Since the 1980s, RFID has been utilized extensively in supply chain management,
pharmaceutical manufacture, commerce, and logistics .Wireless sensor networks (WSNs), which

primarily use networked intelligent sensors to perceive and monitor, are another IoT pillar

technology.
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Its uses range from traffic and industrial monitoring to environmental and healthcare monitoring
Both RFID and WSN have considerably improvedsupport the growth of the Internet of Things. In
addition, a wide range of other tools and technologies, including barcodes, smartphones, social

media, and cloud computing, are being used to create a vast network to enable IoT .

IoT has so far gained popularity in sectors including logistics, manufacturing, retail, and
pharmaceuticals. As wireless communication, smartphone, and sensor network technologies
progress, the Internet of Things (IoT) is being used by an increasing number of networked or
smart items. These Internet of Things (IoT)- related technologies have therefore had a significant
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impact on emerging ICT and corporate systems technologies.

IoT's technological standards must be created to specify the specification for information
exchange, processing, and communications amongst things if high-quality services are to be
offered to end users. The success of the Internet of Things (IoT) hinges on standardization, which
offers global interoperability, compatibility, reliability, and efficient operations .The creation of
IoT standards is of interest to many nations and organizations because it has the potential to be

very profitable in the future.

The development of various IoT standards is currently being worked on by a number of
organizations, including the International Telecommunication Union, International Electro-
technical Commission, International Organization for Standardization, IEEE, European
Committee for Electro-technical Standardization, China Electronics Standardization Institute, and

American National Standards Institute

So far, many countries have significantly invested on IoT initiatives.

A £5 million effort has been started by the British government to advance IoT. In order to
generate a shared strategic and technical vision for the use of IoT in Europe, the IoT European
Research Cluster (IERC) FP7 (http://www.rfid-in-action.eu/cerp/) has presented a number of IoT
projects and established an international IoT forum .China takes the Internet of Things seriously
and intends to invest $800 million therein by 2015. China wants to lead the way in developing
global standards for IoT technology. IoT can be a useful approach to upgrade conventional
physical and information technology infrastructure in the U.S., according to a 2009 assessment by
IBM and ITIF (The Information Technology and Innovation Foundation), and it will have a

higher favorable influence on productivity and innovation.

ARCHITECTURE OF 10T

The aforementioned two models are not directly applicable to the Internet of Things (1oT) due to
the differences between loT and the Internet and Telecommunications Network. But they do share
certain characteristics in common. Therefore, we created a new architecture of loT using the
Internet's technological architecture, the Telecommunications Management Network's logical
structure, and in combination with the Internet of Things' unique qualities. We think that this
architecture would more effectively convey the characteristics and significance of the Internet of
Things. The Business Layer, the Application Layer, the Processing Layer, the Transport Layer,

And the Perception Layer are the five levels we used to separate IoT.

Business Layer

Application Layer

Processing Layer

Transport Layer

Perception Layer
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The Perception Layer

The primary responsibility of the perception layer is to detect physical characteristics of objects
(such as temperature, position, etc.) using a variety of sensors (such as infrared sensors, RFID, 2-
D barcodes), and to transform these characteristics into digital signals that are easier to transmit
over a network. Of the Telecommunications Management Network, the "Network Element" is
analogous to the numerous sensors and apparatus of the Perception Layer. Sensing technology,
RFID technology (including labels and literacy), 2-D barcode, GPS, and other essential methods
are used in this layer. As a result, the Perception Layer's primary job is to gather data and convert

it to digital signals.

The Transport Layer

The Transport Layer, also known as the Network Layer, is in charge of sending data that has been
received from the Perception Layer to the processing center across a variety of networks,
including the business Local Area Network (LAN). FTTx, 3G, Wifi, Bluetooth, Zigbee, UMB,
infrared technology, and other technologies are the primary ones used in this layer. Transport is
hence the primary purpose of the transport layer. Numerous protocols, such as IPv6 (Internet
Protocol version 6), which is required for addressing billions of devices, may be found at this

layer.

The Processing Layer

The Information of Objects Received from the Transport Layer is Mainly Stored, Analyzed, and

Processed at the Processing Layer.

We specifically separate this new layer from others since we believe it is crucial and challenging
to store and analyses these massive amounts of data owing to the high quantities of items and the
enormous amounts of information they included. Databases, intelligent processing, cloud
computing, ubiquitous computing, etc. are examples of main approaches. The two main
technologies in this layer are cloud computing and ubiquitous computing. In the future, other
computer technologies that are better suited for the Internet of Things might also emerge.
Because of this, we believe that the Processing Layer research and development is crucial to the

continued growth of the Internet of Things.

The Application Layer

Based on the data collected in the Process Layer, the Application Layer produces a variety of

Internet of Things applications, including safety, location-based services (LBS), intelligent
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transportation, logistics management, and identity verification. This layer's role is to offer various
applications for every sector. This layer is crucial in driving the Internet of Things toward a large-

scale development since the many applications support the growth of the Internet of Things.

The Business Layer

The Business Layer functions as the Internet of Things' manager, handling the apps as well as the
pertinent business model and other business operations. The Business Layer oversees not only the
billing and distribution of different apps but also the analysis of business and financial models. As
is common knowledge, the success of a technology depends not only on its importance but also on
its innovation and sound business strategy. According to this tenet, the study of business models is

essential for the Internet of Things to develop effectively and sustainably.

In the meanwhile, this layer should control user privacy, which is crucial for the Internet of

Things.

KEY IOT APPLICATIONS

Applications for IoT are still in their infancy IoT usage, on the other hand, is quickly developing
and expanding. In many different areas, such as environmental monitoring, healthcare services,
inventory and production management, food supply chain (FSC), transportation, workplace and
home assistance, security, and surveillance, several loT applications are being developed and/or
deployed. IoT applications in diverse sectors are generally introduced by Atzori .and Miorandi
.Our talk, in contrast to theirs, is specifically focused on industrial IoT applications. Designing

industrial IoT applications requires taking into account a number of objectives.

1. IoT applications in the healthcare services sector

IoT offers fresh possibilities for enhancing healthcare .All things in the healthcare systems
(people, equipment, medications, etc.) may be tracked and monitored continuously thanks to the
omnipresent identification, sensing, and communication capabilities of the Internet of Things .All
of the information pertaining to healthcare (logistics, diagnosis, therapy, recuperation,
prescription, management, finance, and even daily activities) may be easily gathered, handled,
and shared thanks to its worldwide connectedness. For instance, sensors may periodically gather a
patient's heart rate, which may then be sent to the doctor's office. loT-based healthcare services
may be mobile and personalized by utilizing personal computing devices (laptop, mobile phone,
tablet, etc.) and mobile internet connection (WiFi, 3G, LTE, etc.).
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2. Making mining operations safer by using IoT.

Due to the hazardous conditions of the underground mines' workplaces, mine safety is a major
concern for many nations. IoT technologies must be used to sense mine catastrophe signals in
order to enable early warning, disaster forecasting, and safety enhancement of underground
production in order to avoid and decrease mining accidents. Mining businesses may follow the
whereabouts of underground miners and evaluate vital safety data gathered from sensors to
improve safety measures by employing RFID, WiFi, and other wireless communications
technologies and equipment to enable effective communication between surface and underground.
Use of chemical and biological sensors for early illness detection and diagnosis of underground
miners, who operate in dangerous environments, is another beneficial use. These chemical and
biological sensors may be used to collect biological data from the human body and organs and to
find environmental dangers such dangerous dust and gases that can lead to accidents. Wireless
gadgets' power requirements and propensity for setting mine gas off are a difficulty. Regarding

the safety features of [oT devices used in mining operations, more study is required.

3. Using [oT in Firefighting

IoT has been applied to the field of firefighting safety to identify probable fires and offer early
notification of potential fire disasters. In China, firefighting equipment is being equipped with
RFID tags and/or bar codes in order to create national firefighting product information databases
and management systems. The firefighting authority or related organizations could perform
automatic diagnosis to realize real- time environmental monitoring, early fire warning, and
emergency rescue as needed. This could be done by utilizing RFID tags, mobile RFID readers,
intelligent video cameras, sensor networks, and wireless communication networks. In order to
upgrade the country's firefighting management and emergency management, researchers in China

are also building fire automated alarming systems employing loT technologies.

Ji and Qi recently present an IoT application infrastructure for emergency management in China.
They have a sensor layer, transmission layer, supporting layer, platform layer, and application
layer in their IoT application infrastructure. Their Internet of Things (IoT) architecture has been
created to combine both sector- and locally-based emergency systems. A current difficulty is

establishing guidelines for Fire IoT implementation.
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CONCLUSION

IoT incorporates several devices with sensing, identification, processing, communication, and
networking capabilities into a complex cyber- physical system. Particularly, sensors and actuators

are becoming more potent, affordable, and compact, which makes usage of them commonplace.

IoT device deployment is highly desired to provide industrial applications including automated
monitoring, control, management, and maintenance. loT is anticipated to be extensively used to
enterprises because to the quick advancements in technology and industrial infrastructure. For
instance, to establish automated systems for tracking, monitoring, and tracing food quality across
the food supply chain, the food sector is merging WSN with RFID.

This Paper examines contemporary loT research from an industrial standpoint. We first cover the
history and SOA models of IoT before talking about the essential technologies that might be used
to IoT. We next go through several important

IoT industrial applications. After that, we looked at the IoT-related research issues and emerging
trends.
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